
USN

do
oEr
d

o
=o

.b
UX

v?
Ed
ir'
aoll
tr'cp
.= a{dv
hbo
i:ootr
-c 9l

c)=

3E
bU
do
o€ooE
.dd-oh

'E6{
-o(B
-2" ts
LOo€

.- i8.l. O.

o,i

9EtoqtE
4U
!o
o.;
}'qi
booco0
o=

=(!*otr>
o-
-ar
L,)<
-i ^i
o
oz
ti(6

q

&

6*{;Wo"tu-t '.,;a. Explain common cyber attacl$sqF:-* *q- (04 Marks)a. Explain corlmon cyber attacl5q6ruFJ "'- ; (04 Marks)

b. Explain Extended Euclidean"ffirithm. Using the extgnddd Euclidean algorithm, compute

theinverse of 12 modulo 79,.i .*,.',..,. (06 Marks)

c. Define : :-'"h- L" -*" 1
i) Group and Chigeseut@inainder theorem
ii) LetN:210 dA,iLtrlr:5, n2:6,nt=74xf = 3, X2:5, xi= 2. Compute fl (3,5,2)

and x using@fo!"rese remainder theorem. i- "'+' (06 Marks)
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2 a. Explain'1hd%llowing Ciphers wififfiSnple
i) Mono-alphabetic ciphers ;:." .^u'*.ii) The Vigenere cipher *- d'.ry,M,, {;;" --l}r"iiii A trans[osition ciphg5" 

* 
.#] ,-,*1i "'iv) Hill cipher ':T- ,,.'',& "" -r (08 Marks)

b. With a neat diagram, exlrfiin the constructio#ifDES (Data Encryption Standard) (08 Marks)
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Sixth Semester B.E. Degree
Gryptography, Network

Time:3 hrs.

Note: Answer any FIVE full

ry.try
3 a. Explain key gffi$ation, encryptiorffi$tecryption RSA operations. Using RSA algorithm

(08 Marks)
(08 Marks)

.-,"":::,

,*Sfllu Module-3
a, Explain Public Key Inffkffibture (PKI; Architectures with a help of neat diagrams.

(05 Marks)
b. With a neat diagralra"-e{plain passworrd based and certificate based on way Authentication.

,.,,.,,,r11,,,,,,r., (06 Marks)

c. Explain Prelinirfulsd versiori 1 of the Needham-Schroeder protocol. (05 Marks)
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6 a. Explain [PSec IN ACTION.
b. Explain SSL hand shake protocol.
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(10 Marks)
(06 Merks)

(05 Mad<s)

(05 Marks)
(06 Marks)

(08 Marks)
(08 Marks)

(06 Marks)
(04 Marks)
(06 Marks)

(10 Marks)
(06 Marks)

d@uteE *:::,7 a. Explain how Authentication is #&ffi02.11. --:l:.a. DxPrarn now l\uur€ntrcauon ls qmrl #rouz. r r.
b. In detail explain virus and *o"qffit.. UT':

c. Explain wonn propagation ilb_Qe. ., s
m# \
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8 a. Explain DDOS Affi<Prevention/Detection .u db. Explain Variouffichfrologies forweb servi6&
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9 a. Explqir&nlportant provisions of th@rmation Technolog(IT) Act.
b. Explffibigital Signanrre certififfi) W"c. Explain Penalties and Adjudicatiorr6f IT Act. dquy" . \#itd", *W *W*W W* W'@v ORyq*-" * *o

b. Mention the cyberfi.e$rlations Appellate ffirnal.
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