Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN 15CSé61
Sixth Semester B.E. Degree Exammatlon, Jan./Feb. 2023
Cryptography, Network Securlty and Cyber Law
Time: 3 hrs. Max Marks: 80

Note: Answer any FIVE full questwns, choosmg ONE full question from each module.

Explain common cyber attacksy. (04 Marks)
Explain Extended Euclidean Algonthm Using the extended Euchdean algorithm, compute
the inverse of 12 modulo: '79 ; (06 Marks)
Define : 1
i) Group and Chinese rernamder theorem /
ii) LetN=210andletn, =5 n,=6,n3=7%i=3,%=>5,x3= 2. Compute f' (3,5, 2)

and x using Chinese remainder theore (06 Marks)
OR
Explain‘thc‘following Ciphers with'example
i) Mono-alphabetic ciphers
ii) The Vigenere cipher
ili) A transposition mphc ,,,,,
iv) Hill cipher (08 Marks)

With a neat diagram, explam the construction’ of DES (Data Encryptlon Standard) (08 Marks)

Explain key g ratlon encryption’; d “decryption RSA operations. Using RSA algorithm
encrypt and decrypt the message 00 11011, assume pnme numbers p =3 and q =11 and

public key e=3. (10 Marks)
With a neat diagram, explam th omputatlon of Secure Hash Algorithm (SHA - 1)
. . (06 Marks)
Y OR
: ‘Wlth a neat dlagram,’“gexplam Diffie- Hellman Key Exchange protocol and man in the middle
attack on leﬁe—Hellman key exchange (08 Marks)
(08 Marks)

(05 Marks)

With a neat dlagram explam password based and certificate based on way Authentication.
,,,,, (06 Marks)
Explain Prchmmary version 1 of the Needham-Schroeder protocol (05 Marks)
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6 a. Explain IPSec IN ACTION. (10 Marks)
b. Explain SSL hand shake protocol. (06 Marks)

7 a. Explain how Authentication is d (05 Marks)
b. In detail explain virus and wox (05 Marks)

c. Explain worm propagation mo (06 Marks)

) OR

8 a. Prevention/Detection (08 Marks)
b. rologies for web servig@&gg (08 Marks)

9 a. (06 Marks)
b. Expl | (04 Marks)

c. Explain Penalties and Adjudxcatloﬁ%f IT Act. : (06 Marks)

10 a. (10 Marks)
b. (06 Marks)
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